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Annexure

Specifications for AI-Powered Online Examination System

General Requirements:

The online exam system should support both descriptive and MCQ pattern exams. It should be
accessible through a web-based platform with a user-friendly interface. It should have the
following modules for a seamless process.

Descriptive Answers Upload Module:

e The system should allow test-takers to upload scanned copies of their handwritten
descriptive answers.

e Accepted file formats may include PDF, JPG, or PNG.

e The system should support file size limitations and provide clear instructions for
uploading.

Scanning and Image Processing Module:

e The system should support image processing capabilities to enhance the quality of
scanned answer sheets.

e Optical Character Recognition (OCR) technology can be utilized to convert handwritten
text into digital text, enabling easy evaluation and plagiarism detection.

Multiple-Choice Question (MCQ) Exam Module:

e The system should provide a secure and reliable platform to administer MCQ exams.

e It should support randomization of question order and answer choices to prevent
cheating.

e The system should allow for a specified time limit for completing the MCQ exam.

e Question Formats and Media Support:The system should support a variety of question
formats, including multiple-choice, true/false, matching, and fill-in-the-blank questions.
It should enable the inclusion of multimedia elements such as images, diagrams, and
audio/video files in both descriptive and MCQ questions.

Exam Timer and Auto-Submission Module:

e The system should include a timer that displays the remaining time to test-takers.
e An automatic submission feature can be implemented to ensure that exams are submitted
once the allotted time is over.

Online Al- Proctoring Module:

e The system may include Al-based proctoring features, such as live video monitoring and
behavior analysis, to detect any suspicious activities during the exam.



Monitoring Sub Module:

e The system should provide comprehensive monitoring capabilities during the
examination process.

e Video recording: The system should enable continuous video recording of the test-taker
throughout the exam duration.

e Screen sharing: The system should allow proctors to view the test-taker's screen in real-
time to monitor activities.

e Audio monitoring: The system should capture and analyze audio during the examination
to detect any suspicious behavior.

Facial Recognition Sub Module:

e The Al proctor system should include robust facial recognition technology to verify the
identity of the test-taker throughout the exam.

e The system should compare the test-taker's facial features with the registered identity to
prevent impersonation or unauthorized access.

Behavior Analysis Sub Module:

e The Al proctor system should analyze the test-taker's behavior to identify any suspicious
activities that may indicate cheating or misconduct.

e Eye movement tracking: The system should monitor eye movement patterns to detect any
irregularities or signs of cheating.

e Typing pattern analysis: The system should analyze typing patterns to identify deviations
from normal behavior that may indicate unauthorized assistance.

Browser Restrictions Sub Module:

e The system should restrict access to external websites or applications during the
examination to prevent test-takers from searching for answers or using unauthorized
resources.

e Only authorized resources required for the exam should be accessible to the test-taker.

Accessibility Sub Module:

e The system should be designed to accommodate test-takers with disabilities, providing
appropriate accommodations to ensure a fair assessment for all participants.

e Accessibility features, such as screen reader compatibility or adjustable font sizes, should
be incorporated into the system.

Real-time Alerts Sub Module:

e The system should be capable of sending real-time alerts to the proctor or examination
authority when it detects any potential violation or suspicious activity during the
examination.

Test-taker Support Sub Module:

The Al proctor system should offer a user-friendly interface to test-takers.



Clear instructions should be provided on how the proctoring system works.
Adequate technical support should be available to address any issues or concerns that
arise during the examination.

Result Generation and Analysis Module:

Evaluation Sub Module: It streamlines the assessment of both descriptive answers and
multiple-choice questions, ensuring accuracy, efficiency, and consistency in the
evaluation. It generates comprehensive and detailed results for individual test-takers. It
provides scores, grades, and feedback for both MCQ and descriptive answers, giving
students a clear understanding of their performance.

Admin can access class-wide performance reports and analytics to assess overall exam
performance and identify areas for improvement.

The system should generate exam results accurately and efficiently.

It should provide detailed performance reports and analytics, including individual and
class-wide analysis, to aid in evaluating student performance.

Scalability and Performance Module:

The system should be able to handle a large number of concurrent users without
compromising performance or responsiveness.

It should be scalable to accommodate future growth in the number of exams and test-
takers.

Data Security and Privacy Module:

The system should adhere to data protection and privacy regulations, ensuring the secure
storage and transmission of exam data.

Test-taker data, including scanned answer sheets, should be encrypted and accessible
only to authorized personnel.

Technical Support and Maintenance:

The system provider should offer technical support and maintenance services to address
any issues that arise during the exam process.

Regular updates and bug fixes should be provided to ensure system reliability and
security.

Note: It is important to note these specifications may be customized based on the university's

specific needs and preferences for conducting examinations during development and
maintenance phase of the software.



